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SUPPLY CHAIN CYBER
SECURITY MADE EASY

What we’ve learned from helping over 200 companies and
their 3000 vendors to improve their security



Cyber security has not been easy

“There are a number of tasks
we need to do. What should we
do now and what later? How
can we accomplish tasks fast?”

“Our core business takes all
our time. How could we find
the time for cyber security?”

“Cyber security is
expensive, and procuring
each service from different
vendors is laborious.”




Accomplish cyber security tasks effectively and cost-effectively

For the cost of a single consultative gap-analysis interview, | can
implement three carefully designed practical improvements that
drive immediate practical results. Badrap’s cybersecurity
playbooks help us to achieve a range of cybersecurity goals in a
practical and effective way without disrupting day-to-day operations.

Thomas Seiler
Leiter IT-Projekte und -Infrastruktur bei Bader Gruppe

Innovative Lésungen in Blech, Stahl und Edelstahl.

Wir sind I|hr Partner fir Maschinenverkleidungen, Kompaktkabinen, Schaltschrénke,
lienpulte und Ki kasten sowie Sondergehéuse und Speziallssungen. Unsere
Produkte sind so individuell wie Ihre Anforderungen.




TRATICCM

Finnish Transport and Communications Agency

Santa’s little

helpers check the
supply chain in
“"KETJUTONTTU”

Let's improve the security of
your suppliers together




Supply Chain playbook - statistics from different stages.

We performed supply chain cyber
security checkup playbook with the Helping suppliers

parthIpantS' We exchanged over 1100

messages with suppliers.
Discovered dependencies
We discovered 5282 suppliers with the
participants. Out of these, 2313 were unique.

On average a single participant

Results and voluntary

identified 35 suppliers. additional measures

121 participants took voluntary

additional measures such as reviewing

Detection their own protected assets using

We reported 856 individual findings corresponding methods or begun
to 314 suppliers automatically sharing protected asset
information with the National Cyber

Security Center of Finland

TRATICCM



Global impact — vendors love it!

Panasonic
BOSCH

SIEMENS QD T
® docusign @

=~/ SRS

e-on ™ MAERSK . |

Badrap co-founder Jani Kenttala visiting BSI in Bonn to brief them on how
Finnish NIS2 competent authority Traficom has evaluate supply chain security on

a national scale with Badrap.

We have helped a number of international supply chain vendors to fix their security issues
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Some thank us in their public hall of fame
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Jani Kenttala

("Ketjutonttu" project sponsored by
NCSC-FI and National Emergency
Supply Agency)

Twitter [
LinkedIn ™

Hall of Fame year 2023

WithSecure would like to thank and
recognize the following security
researchers who have helped make
our products and services safer by
reporting valid security
vulnerabilities through our public
Vulnerability Reward Program.

Support Solution

K75282801: F5 SIRT Security
Researcher Acknowledgement

Published Date: May 12,2020 Updated Date: Aug 18, 2023

tARI TY INCIDENT

PONSE TEAM

The FS Security Incident Response Team (F5 SIRT) would like to acknowledge
Security Researchers who follow responsible disclosure practices when
reporting potential vulnerabilities and security-related concerns found in F5.
corporate infrastructure.

F5 would like to thank the following people for helping us keep our
environments safe and secure.

2023 disclosures

Name Date

‘ Kasper Kyllonen of Ketjutonttu project sponsored by NCSC-FI | April
and National Emergency Supply Agency of Finland 2023

PHILIPS

Philips coordinated vulnerability
disclosure Hall of Honors

Philips would like to recognize and thank all the researchers who have
submitted a vulnerability report and cooperated with us. For those
who want to be listed in our Hall of Honors we will list the first
reporter of a new acknowledged vulnerability. Thanks to all for their
participation, and have made a disclosure to us to help keep the
internet and our customers and patients safe.

2023 HOH A
Hall of Honors

o Juho Réiséinen (LinkedIn Profile: rjuho)

o Vinit Lakra (LinkedIn Profle: Vinithacker)

 Navreet (Linkedin Profile :- navreet-singh-rns142500)

* Adarsh S Nair (LinkedIn profile :-@Adarsh S Nair)

o Abhishek Maurya (LinkedIn profile :-abhiishsec, Twitter Profile :-abhiishsec)
Ahmed Ramzy (LinkedIn Profile: ARamzy05)

® BOSCH

Hall of Fame Bosch
Websites

2023

Kasper Kyllénen

Subdomain Takeover

Ramkrishna Sawant (Ramkrishna Sawant)
Information Disclosure

Chirag Ketan Prajapati (Chirag Ketan Prajapati)
2x Cross-Site Scripting

Dawid Ciesla (Dawid Ciesla)

Cross-Site Scripting

Blakduk (Blakduk)

‘nformation Disclosure



Largest Finnish Electric
Network Company
Caruna awards badrap.io
as their cyber security
vendor of the year 2024,
due to their work on
securing Caruna’s
vendors.




Want to know more?

https://badrap.io/contact

@ @Badrap Oy



https://badrap.io/contact
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